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Goal: Optimization walkthrough using encryption as the
example

AES - Advanced Encryption Standard
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Works on 128 bits at a time in a 4x4 state array or 16
blocks

input bytes State array output bytes

INg | Ing | ing | ingp outy | outys | outg |outyr
1M N3 oufy | outs | oulo |OUT3

INg | Ny | 1114 out, | outs |outyg|otit4
N3 Ny | ins outs | outy |outyy|outys
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Cipher (byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])
begin
byte state[4,Nb]

state = in

AddRoundKey(state, w[0, Nb-1]) // See Sec.

for round = 1 step 1 to Nr-1
SubBytes (state) // See Sec.
ShiftRows (state) // See Sec.
MixColumns (state) // See Sec.
AddRoundKey(state, w[round*Nb, (round+1l)*Nb-1])
end for

SubBytes(state)
ShiftRows (state)
AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])

out = state
end
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Steps:

1) SubBytes
2) ShiftRows
3) MixColumns

4) AddRoundKey
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SubBytes is a simple transformation applied to each

e e e e Y o T e B e
e e e e == T e TR e TR =)
— e OO O e e e
O e OO O e e

0
1
1
1
1
1
0
0

Y

o 1] 2] a] a| s] o] 7] 8] o] a[ B[ o] a] ] £
0] 63| 70| 77| 7b| £2 | 6b | 6% | o5 | 30 |01 67| 2b| fe | a7 ab| 76
1] ca| 62| co| 7a| fa| 50| 47 | f0| ad|ds| az] af|9c| as| 72 co
2] b7 | £4] 93| 26 36 | 3% | £7 [ co | 34 [a5| es | £1] 71| ds | 31 15
3] 04| o7 ] 23| ca| 18] 06| 05| oa] 07| 12] 80 e2|eb| 27 b2 |75
3] 00| 83| 20| 1a| 1b| 6e | 5a| a0 | 52| 3b| d6 | ba| 20| ea| 2£ 84
(5] 53| d1] 00| ed| 20| fo | b1 | 5b | 6a | ob| be| 30| 4a| dc| 58 | of

(6] d0 | of [ aa | #b| 43 [ ad| 33 | 85| 45| £9| 02| 7£| 50| 30| 0F [ a8
7] 51 ] a3 [ 40 8% | 92 [oa| 36 | #5 | bo | b6 | da| 21| 10| ££] £3[az.
(8] cd | 0c| 13| ec| 5] 07 48| 17 [ocd[a7| 7e| 2d| 6a[5a[ 1973
o] 60 o1 [ do| 22 2a] 00 68| 46| ee|ba| 1ade|be] 0b] b
(2] 0] 32 3a| 0a| 49 06| 24 | 6c | c2 | d3| ac| 62| 91] 05 ed |70
b| o7 | o8| 37 64| 8d | ds | 4e | a9 | 6o | 56| £4] ea| 65| 7a| ac | 08
o[ ba | 78| 25| 2e | 1o | a6 | b4 | co | e8| dd| 74| 1£] 4b| ba| b | 8a’

[a] 70 3 | b5 | 66| 48| 03| £6 | 0c | 61 35| 57 bo | 86| 1] 1d| e
(e[ o1 8] 08 11 60| do| e | 04| Ob| 1c| 87 c0| ce | 55] 26| aF
(£] 8c | a1] 80 0d | bf | 6| 42 | 68 | 41| 00| 2d| 0f | b0 | 54| bb| 16

h February 15, 2008 AES Encryption




AMD

Smarter Choice

ShiftRows ()
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Finite field multiplies (binary polynomials)

1@ ({02} ¢ 5, ) D ({03} * 55,)

0 \ 87 S1e -I-’ Sl.clal {02} * S3¢ :'-
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Add (XOR) the key to the state array
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How do we represent the state array?

input bytes State array output bytes

INg | Ing | ing | ingp outy | outs | outy |outyr
1Ny N3 outy | outs | outy |0ttt3

INg | Ny | 1114 out, | outg |outyg|otit
N3 Ny | N5 outz | out; |outy|outys
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How do we represent the state array?

input bytes State array output bytes

INg | Ing | ing | ingp outy | outs | outy |outyr
1Ny N3 outy | outs | outy |0ttt3

INg | Ny | 1114 out, | outg |outyg|otit
N3 Ny | N5 outz | out; |outy|outys

Four registers - four components each

r0.xyzw
rl.xyzw
r2.Xyzw
r3.XyzZw
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= ({02} * 5, )@ ({03} * 5, )D 5, D5

3¢

= SO.CXE} {02} * Sl.c)E-} {03} ¢ Sl.c) -:— S3c

0c® 51, ® ({02} * 5,,) © ({03} * 53,)

02 Y @ & @ ({02} )
( 103} * Soc ) N S1c T s, i (1 02 S ‘ S3¢ )-

-
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T

) N @D (S D ;
(102} * 5, ) D ({03} * 5, ) D 5, @

D (§ D502 D
50,2 ({02} * 5, )@ ({03} * 5,,.) D 55,

0c® 5.8 ({02} * 5,,) ® ({03} * 55,)

\ D Py 2 (f Y \
{03}' * Soc/) D S1.c D §2¢'T (102)’ * S3c)-

What about now?

({03} * S'..c) ® Sac @

({02} *5,.)® ({03} °*s5,.)®

o~

{03} * 5,,) @ @ 55,0
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f k| \ D { = P
(102} * 5, ) D ({03} * 5, ) D 5, @

D (§ D502 D
50,2 ({02} * 5, )@ ({03} * 5,,.) D 55,
~~ ~~ ! 1 P s 1 \
0.c P Sl.c"‘t’(lozl * Sl.c)l“-’l(l035 * S3c)

{03}' * Sc.c.) ® S].(&: 53.('5' ({02} * S3c )'

What about now?
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({03} *5,)@ 5, @

c -

({02} *5,.)® ({03} °*s5,.)®

s 2¢ Z

How big a table do we need?
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({02} *5,.)® ({03} °*s5,.)®

How big a table do we need?
Bytes: 256 entries

How many tables do we need?
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How big a table do we need?

Bytes: 256 entries

How many tables do we need?
Swizzilng: arbitrary ordering (one table)

Total: One table 256x4bytes
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ShiftRows ()
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ShiftRows ()

Swizzling is free:

rO’.xyzw = r0.xyzw
rl’.xyzw = rl.wxyz
2 .Xyzw = r2.Zwxy
r3.Xyzw = r3.yzwx
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Lookup table again

How big and how many tables?
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Cipher (byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])
begin
byte state[4,Nb]

state = in

AddRoundKey(state, w[0, Nb-1]) // See Sec.

for round = 1 step 1 to Nr-1
SubBytes (state) // See Sec.
ShiftRows (state) // See Sec.
MixColumns (state) // See Sec.
AddRoundKey(state, w[round*Nb, (round+1l)*Nb-1])
end for

SubBytes (state)
ShiftRows (state)
AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])

out = state
end
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Cipher (byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])
begin
byte

state
AddRoundKey(state, w[0, Nb-1])

for round = 1 step 1 to Nr-1

state[4,Nb]

= 1in

SubBytes(state)

ShiftRows (state)
MixColumns (state)
AddRoundKey(state, w[round*Nb, (round+1l)*Nb-1])
end for

SubBytes (state)
ShiftRows (state)

AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])

out

state

// See Sec.

// See Sec.
// See Sec.
// See Sec.

AMD
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MixColumns table can be pre-computed with SubBytes
transform. No SubBytes table is needed.
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Shiftrows:
floatd4d c0, xO; Component

SubBytes + swizziling

MixColumns

Add RoundKey:
pre-computed
round key lookup

What about the XORs?

R6XX or DX10 hardware supports native integer operations

What about previous generations?
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XOR on floating point hardware AQRF

How do you do a XOR using only floating point hardware?
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How do you do a XOR using only floating point hardware?

float4 XOR CALC(float4 a, float4d b)

{

floatd ret;

a*=256;
b*=256;

float4 pa

float4 pb =

frac(a/2.£f)*2.£;
frac(b/2.£)*2.£;

ret = (pa==pb) ? 0 : 1;

a -= pa;

b -= pb;
pa frac(a/4.£f)*4.£f;
pb = frac(b/4.£f)*4.f;
ret += (pa==pb) ? 0

a -= pa;
b -= pb;

pa frac(a/8.£f)*8.f;
pb frac(b/8.f)*8.f;
ret += (pa==pb) ? 0 : 4;

pa;
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pa;
pb;
= frac(a/32.f)*32.f;

frac(b/32.£)*32.f;
ret += (pa==pb) ? 0 : 16;
a -= pa;
b -= pb;
pa frac(a/64.f)*64.f;
pb = frac(b/64.£f)*64.£f;
ret += (pa==pb) ? 0 : 32;
a -= pa;
b -= pb;
pa frac(a/128.f)*128.f;
pb frac(b/128.£f)*128.f;
ret += (pa==pb) ? 0 : 64;
a -= pa;
b -= pb;
pa = a;
pb = b;

ret += (pa==pb) ? 0 : 128;

return ret/255;
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XOR (a,b)
{

float4 cO0, rO; out;
out.x = Txor[a.x] [b.x];
c0 = txMcol[r0.w]. out.y = Txor[a.y][b.yl;
txMcol[r3. . out.z = Txor[a.z][b.z];
txMcol[r2. out.w = Txor[a.w] [b.w];

txMcol|[rl. return out;

float4 a0,al,b0,bl,c0,t0,tl;

a0 = txMcol[r0.w].wzyx;
al txMcol[r3.z] .xwzy;
t0 = XOR (a0, al);

b0 = txMcol[r2.y].
bl txMcol[rl.x].
tl = XOR(a, b);

cO XOR(t0, t1);
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cO0 =

float4 a0,al,b0,bl,c0,t0,tl;

a0 =
al
t0

b0 =
bl
tl

cO
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cO0, r0;

txMcol|[xO.
txMcol[r3.
txMcol[r2.
txMcol|[rl.

txMcol[r0.w] .wzyx;
txMcol[r3.z] .xwzy;

= XOR (a0, al);

txMcol[r2.y].
txMcol[rl.x].
= XOR(a, b);

XOR(t0, t1);

AES Encryption

AMD

XOR (a,b)
{

out;
out.x = Txor[a.x] [b.x];
out.y = Txor[a.y][b.y]:’
out.z = Txor[a.z] [b.z];
out.w = Txor[a.w] [b.w];
return out;

float4 a, b, cO,

r0;

txMcol[r0.w] [xr3.2];

a
b txMcol[r2.y] [rl.x];
c0 = XOR(a, b);

Smarter Choice



Analyzing the performance A!:'RF

Whether using ALU or textures what are the performance
implications?
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Whether using ALU or textures what are the performance
implications?

* ALU:TEX ratio

* # fetch instructions

* Memory access patterns

* Texture sizes

XOR tables achieves rates of ~300 Mbps

Can we go faster?
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February 15, 2008 AES Encryption University of Central Florida Q}
S



AMD

Smarter Choice

Use ALU instructions to hide memory fetch latency
Solution:
Use both ALU and fetches for XOR calculations

Mixed instructions reach ~990 Mbps
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int4 c0, cl, c2, c3;
for(int 1=0; 1<9*4; 1+=4)

{
1

c0 = txMCol.Load(int2(r0.x,0)).xyzw " txMCol.Load(int2(r1.y,0)).wxyz "
txMCol.Load(int2(r2.z,0)).zwxy * txMCol.Load(int2(1r3.w,0)).yzwx;
cl = txMCol.Load(int2(r1.x,0)).xyzw " txMCol.Load(int2(r2.y,0)).wxyz
txMCol.Load(int2(r3.z,0)).zwxy * txMCol.Load(int2(r0.w,0)).yzwx;
c2 = txMCol.Load(int2(12.x,0)).xyzw " txMCol.Load(int2(r3.y,0)).wxyz "
txMCol.Load(int2(10.z,0)).zwxy " txMCol.Load(int2(r1.w,0)).yzwx;

c3 = txMCol.Load(int2(r3.x,0)).xyzw " txMCol.Load(int2(r0.y,0)).wxyz "
txMCol.Load(int2(r1.z,0)).zwxy * txMCol.Load(int2(12.w,0)).yzwx;

r0 = c0 * keys[4 +1];
rl =cl *keys[5 +1];
12 =c2 " keys[6 + 1];
r3 =c3 " keys[7 +1];

Native XOR reaches performance of ~3.5 Gbps

What are the performance issues?
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Can we do better? AmRF
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Bitslicing - treat the processor as a vector processor with
each bit representing an ALU unit (i.e. a 32-bit processor is
a virtualized 32 vector processor)

Everything in AES is be computed using AND, OR, NOT, and
XOR gates

Using bitslicing, GPU achieves 18.5 Gbps
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